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Software Encryption and Protection Based on Dynamic Register Code

SUN Yongging®, GU Yujie?, ZHAO Ge!
(1. The 3" Research Institute of Ministry of Public Security, Shanghai 200031;
2. School of Information Engineering, Zhejiang University of Technology, Hangzhou 310032)

Abstract A method about how to protect software is designed, which is based on dynamic register code. In the method, computer fingerprint is
drawn and additional information is added, and the two are combined to be as characteristic information. Then MD5 algorithm is used to encrypt.
The procedure is realized with VC++. Security is considered fully and some methods are adopted to enhance security.
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4 Windows API DeviceloControl
if (DeviceloControl (hScsiDrivelOCTL, IOCTL_SCSI_
2 MINIPORT,
21 buffer,
' sizeof (SRB_IO_CONTROL) +
sizeof (SENDCMDINPARAMS) - 1,
CpU buffer,
ID BIOS o 2 sizeof (SRB_IO_CONTROL) + SENDIDLENGTH,
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&dummy, NULL))

SENDCMDOUTPARAMS *pOut =
(SENDCMDOUTPARAMS *) (buffer + sizeof
(SRB_IO_CONTROL));
IDSECTOR *pld = (IDSECTOR *) (pOut -> bBuffer);
if (pld -> sModelNumber [0])

{

DWORD diskdata [256];

intijk =0;

USHORT *pldSector = (USHORT *) pld;

for (ijk = 0; ijk < 256; ijk++)

diskdata [ijk] = pldSector [ijk];
Printldelnfo (controller * 2 + drive, diskdata);
done = TRUE;
}
}
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