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Cluster Head Selection Security Algorithm
for Wireless Sensor Networks Based on Key Connection

YANG Zhou?, JING Bo', SUN Yong?
(1. College of Engineering, Air Force Engineering University, Xi’an 710038; 2. PLA 94701 Troop, Anging 246001)

Abstract The security leakage of current key management scheme and clustering routing protocols in Wireless Sensor Networks(WSN) is
analyzed, and a cluster head selection algorithm based on key connection is proposed. It takes the number of keys shared between cluster head and
cluster nodes as the important index, using the fuzzy inference system. Unlike to the traditional fuzzy inference algorithm, the algorithm achieves a
good combination between the clustering routing protocols and key management schemes, effectively lowering and balancing the communication
energy in a cluster and improving the communication security compared with the typical clustering algorithm.
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