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Abstract This paper advances a method to ensure aeronautical information safely based on OpenSSL according to ATM network architecture of
CAAC and the process of aeronautical information transmission. It researches the key technology about protecting aeronautical information,
implements the encryption and digital signature technology, protects the aeronautical information confidentiality, integrity, availability and real-time.
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AES RSA
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K K AES
OpenSSL Unix(Linux)
Linux OpenSSL
OpenSSL  CA CA
OpenSSL (3
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k, = y,* mod p = g** mod p A B

K
4) K AES
AES OpenSSL B
OpenSSL>aes-128-chc—-in pln.txt-out enc.txt-kfile sharekey.pem
—-e-q;
sharekey.pem
1147
{
DH *d1,*d2;
BIO *b;
int ret,size,i,lenl,len2;
charsharekey1[128],sharekey2[128];
* DH */
d1=DH_new();
d2=DH_new();
* d1 */
ret=DH_generate_parameters_ex(d1,64,DH_GENERATOR_2,N
ULL);
* */
ret=DH_check(d1,&i);
*p g */

d2->p=BN_dup(d1->p);
d2->g=BN_dup(d1->g);

ret=DH_generate_key(d1);

ret=DH_generate_key(d2);

* */
len1=DH_compute_key(sharekeyl,d2->pub_key,d1);
len2=DH_compute_key(sharekey2,d1->pub_key,d2);

if((lenl==len2)&&(memcmp(sharekeyl,sharekey2,lenl)==

0)
printf(" \n");
b=BIO_new_file(“/home/test/sharekey.pem” "w”)
PEM_write_bio(b,”"SHARE
KEY TEST”,”APPENDING” sharekey1,128);
}
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A
OpenSSL>reg—new-newkey rsa:1024 -keyout privkey.pem-out
req.pem-passout pass: 123456 ( )
OpenSSL> ca —in req.pem out cert.pem ( )
OpenSSL> rsa -in privkey.pem -passin pass:123456 -out
pubkey.pem —pubout  ( )
OpenSSL> shal —sign privkey.pem —out sgn.txt enc.txt
( )
sgn.txt enc.txt pubkey.pem B
B

OpenSSL> shal —verify pubkey.pem -signature sgn.txt enc.txt
( )

5
1
2 )
1
K(PEM) AES enc.txt
KSzudAW40zj0fSUApmZmAIzLZgC4rfG/
bogqEAIZLZgABV4AAQMX4t8it8hb+ArvG/
hello! WAaAAE2EBAIigwvi3AK7xvzggfwAuTj3 U2FsdGVkX19kgrsTIONnHD

2AAAAAAAAAAABAAAAAAAAAKUE/  dRjkcTIVBIRLNVYippbUo=
QAAAAAYL8OBYJEAAABI7YIANGELBq
DC+LfAhgQIOK5PUlieBAg=

2

SHA1(enc.txt)=99e4b41c47cdf6c55d3

09feb479f1865fa0d7d62 hello!
6
D
kh ka
Xa Xa _ X xa \*0
Kb =) =) =k =(0)" = ")
Xa Xb K ya
Yo Ya Yo X, X,
DES AES
AES
AES 3 128 192 256
AES 128 DES 56 1021
2
SHA1
2
©))
RSA 2008
RSA

RSA

(4)

AES
AES DES
DES
AES 128

(5)OPENSSL

OpenSSL Project OpenSSL 0.9.8i

2 DoS
(D)library Datagram TLS

Datagram TLS

(2)Datagram TLS

OpenSSL Project OpenSSL 0.9.8k
Openssl CVS Web Interface

openssl/ssl/d1_both.c(1.14.2.8 -> 1.14.2.9)
openssl/crypto/pqueue/pqueue.c(1.2.2.4->1.2.2.5)
openssl/crypto/pqueue/pqueue.h(1.2.2.1 -> 1.2.2.2)
openssl/ssl/d1l_pkt.c(1.4.2.17 -> 1.4.2.18)
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