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[ Abstract] Aiming at the problem of coarse granularity access mechanism and weak privacy protection mechanism in
Android system. Multi-domain isolation privacy protection model (MDSDroid) with adjustable granularity is proposed and
the model implementation framework is designed in the Android system. Through defining the model variables and access
control policy,the framework can effectively isolate the applications and application data,and realize strong security access
control mechanism. Z language is used to define the model which is then verified with the help of Z/EVES tool to ensure
the correct performance of the model policy. The system security is enhanced and the security of privacy data is protected.
Experimental results show that the model system is less than Android primary system performance.
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