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Grid Proxy Certificates Management Scheme Based on
Hierarchical One-way Hash Chains
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(1. Telecommunication Engineering Institute, Air Force Engineering University, Xi’an 710077,
2. Science Institute, Air Force Engineering University, Xi’an 710051)

Abstract Proxy Certificates(PCs) is one of key mechanisms in Grid Security Infrastructure(GSI). Users need PCs to access grid services. But
there is no effective mechanism to manage the PCs in GSI. An adaptive proxy certificates management scheme based on hierarchical one-way hash
chains in grids is presented to solve the problem that PCs’ lifetime does not be controlled neatly and PCs would be attacked easily. A hierarchical
one-way chain consists of two or more levels of chains, where values of a first-level chain act as roots of a set of second-level chains and each PC is
protected by a hash value, so the PCs’ available time can be controlled adaptively. Results show that the security of PCs management and success
rate of tasks are improved. Experiments indicate computation and communication costs much lower in grid environments.
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