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[ Abstract] 0-1 invertible matrice which has the largest branch number is widely used in the design of diffusion structures in block ciphers.
In view of how to construct such 16x16 matrix, this paper divides 16x16 matrix into 4x4 block matrix by 4x4 0-1 matrix as a unit. Using
the weight distribution peculiarity of the sum of 4-dimensional 0-1vectors with weight 2 in field of characteristic 2, it constructs 4x4 0-1
matrix unit group with some special structures in the permutation of isomorphism. On the basis of the structure characteristic of Hadamard
matrice, it presents the methods of constructing 16x16 invertible 0-1 matrice with maximum branch number 8 using the matrix block

construction method. Further, it presents the methods of constructing 16x16 involutory 0-1 matrice with maximum branch number 8 and

their number in the permutation of isomorphism.

[Key words] block cipher; diffusion structure; branch number; 0-1 matrice; Hadamard matrice

DOI: 10.3969/).issn.1000-3428.2013.12.025

1 B

TR AL R R R DRAIE 43 SRS R 2 Y 2 ANk
ABH RN o A2 ARG, YU AR AR R i 4
B BEAOR LAY, T BE MO R EE, EEX
FRF 5 AL G % A R A S B R

3 3 BER R RS Y RS B B — AN B
w0, BV AT DU 2 R RN BEE B4 B R 2243
FRAERE R A R M AL SR, I T ORAIE 7 2 25 A X
FAET AT G BT TR I bR 2,

DAY 325U AT R R B G M AR o LB RS S
B AR B o ARG B — PR B ¥, AR M E
YA AT AR R B AIE ST R BT O-1 R REAR AR S EE
JBEBRIF HL o FGEIE D B A, A5 O-1 M RRAE 2 L35 9L
EERIB 3B Z R, 40 Camellia™\ E2' ARIAM!

HEWH: FHRARPAREETBIH (61272041)

SEBEHIRAT 8 Bk 16 By 0-1 MR Y B4 -
PRIk G bt ELA e K43 2 B0 0-1 A R Ok 43 415 R
FERR I8 o SCRRISI4R 8 BN 16 By 0-1 SR B iy e K 43
SZESY IR 5 A0 8, IR HY 0-1 HHBEM 2E 04 ST EGR B R K
o, Hetn A RIRK, RZB%R. KON
HOh 5 8 B 0-1 AEREMZ KT TS, ik TS BT
SZHON S W8 B 0-1 KERERI T ¥ SCRRII01 H T4 23k
A5 —2K 8 B 0-1 4 RIS J7 5 , HAEDR BR B 3 2%
T KRB ZECR 8 1 16 B 0-1 HiFE. SCRR[1EET M)
KBS 094 7 —FiE 2 2 500 8 1 16 B A
0-1 gAY J7 35 o

MRIEFFAE S 2 W3 E 4 By 0-1 4 F%F 4 fy Hadamard 4
R B 25 BRI ER B , A SCER RS NS 358 16 Sy BLEi M,
X XHCHh 8 M 16 By 0-1 JEREEITIESE, 4 —R0 5
K8, FATHFIEREA N 7 B 16 By 0-1 AL M 1E I 1%,

EERM: B FA986—), B, BILWIFA, B B, WER, RIEER; X%, BTN

R ER: 2012-10-26 ZEIA#: 2013-01-06

E-mail: gl200644@]163.com



$39% F12M

O, FRIEAR, XM —RBEARRS I 16 B 0-1 G 119

WA —R0ZHh 8, BITRHERHN 7 1 16 Fy
Hadamard BI4& 0-1 JEREMIE 715k, I HAEM 1T B R
IR SR 28 5.

2 EmmR

RS B AR n By 0-1 iR, W

B(A) = min{w(x)+w(Ax")| x € ({0,1}")", x # 0}
Pl 0-1 JEKE A B2 280 ook, w(x) #om x IR ED,

2 WA BH2A0-1 Hilk, BfFAEITESR p FI
FIEHy , Hifd p(r(A) = y(p(A) =B , AR 0-1 Mk
AR B RBHFMHT .

Bl 1% 01 Mk ARBREBEHRFAMEK, T4
B(A)=B(B)".

BX 3 ag,ap,,a,  RFFER 2 WA B 0 AT, B

Bk A= (az/)z/O 4ij = %) )”\“%A%—-ﬁ\gaao’
- a,  Y5E i Hadamard 4R 5"
BB 2 HHHAER 2 M LM AR ag,ap, 0, RE

—A> n [y Hadamard 4 %, N A2:7-E, y::ézaiz 02
TERFAE R 2 My b, BN 210 4 4 0-1 FI R B3k
64, 4Alh:
(1 100,001 1,1001)"
(011 0,01 01 o)T(o 1o 1)
M4 o, = (1100) (1001),0,2:
(1010, aka E@%Hﬁg, Wl k3 6 ANFi ) & E
H: . &, ., 8,00 - WASITEFIHEE 2K
4B O-L T RIANT (0.8.a,.8,) , 0<ij<2,
AW T HEELR

B 1 BITEFIERER 2 W 3 A 4 By 0-1 Mk
A =(ay,a,1,a,5,a;3),i=0,1,2, QRHFE (AilT’AizT’Ai3T)T

a; N7
FRRANT | o, 6;1 , WIAHER ERHISE R k

i, 0<kiI<3, N:
w(ay, Dag)+wlay Da;)+way Say)=38

IEW]: R (47,4, .4 TERRANT
w(a;; ©a;;)=4
a;.a;.a;.a, |, Whiwa, Da,)=4, WA:
w(a,, ®a;;)=0

w(ay, ®ag,)+w(ay, ©ay)+wlay Day)=38

3 4r3CEh 8 By 16 By 0-1 W AR REME
A S | ATAL, AE3CH0H 8 1 16 B 0-1 HKE 4547 4 51

HEE/AMEN 7, T 0-1 JEFERYEREN, ] 0-1 4k
W9 A M S B R, 5 . B, T
CHETFHEAE S 2 B3 E 4 By 0-1 Z5R%EF0 4 [y Hadmard 45 4
W GHRIME R R, A — R T RS EHBER 7 AL
ok 8 By 16 By O-1 Al AR FE M S R IE S 1, IR T
HER o
JEH2 HiFE A, BT HFIERN 14 B 0-1 HikE,
A; = (a,y,a;1,a;,a;3),i=1,2,3 HBATRHNERH N 2 WiT
BHEAFME 3 A 45 0-1 R, FHEUT 2 M5
7SN AN 7SN 7%
(4,4 AN FREANT | @,.8,.0,.8,
@, 0,0, 0,
3, i]Jz»%WinfL%*ﬁ%O
WE] a; ®a,; Day; =0#t, ay; ®ay; Oay; ~ ay; O
anz @‘ﬁh N azj] @a1j2 ('Da()j3 iX 3 /l‘l'ﬁlitljﬁ’/"ﬁ*/l‘i
BH3, 0<jijrjz<3.
A4y A4 A, A
4, A,

1< ijlyiy <

2] A= B sch 8
TR v 330 4 A A, A A S E V]
A, A, A A,
i 16 Fr 0-1 A% AR Rk o

MW FY=4X,X=(X,) X' X," x3OHT,
Y, A, A A, A)\(X,

Y = Yl —AX = Al AO A3 A2 Xl
Y, A, A, A, A | X,
Y3 A3 A2 Al AO X3

Hor, XY R0 HAER 2 Mt BRY 16 4 0-1 51 &,
X, Y 530K 4 4 0-1 5l &, i,j=0123. #id X MH
B WX )X, )X, )-WX,), 0<g),8.8,8 <3
20,888 <3s £0,81-82,-8 MHEAME, WA Y HA
HEFE A B wX) =m(X, )+ WX, ) +mX, )+mX,) 5
TEREMFIR &, X w(X) 51K 4x4 AR A b5
8o RAIHHY w(X g ) B, 58 g REUIHH w(X, ) 51, 5 g, K
HIr iy w(X, ) BIRIGE g3 RIIH ) w(X, ) 5.

WA & S 1 AT, B BEROL, BPELE Y

wX) =12, 16 AR w(X)+w(¥) =8 #MAL. HT
R R, FiY w(X)=7.8,,16 i, B5%
W(X)+w(Y) =8 Lo W T w(X)=1,2,---,6 3% 6 F{E L,

THZE LR 6 MfFIFAER w(X)+w(Y) =8 #
JRAL o

BwX)=1, s AX BUAMERE AHH 1 5], R85
TRV A PER—FIMERHEN 7, WKL, w¥)=



120 o

L #&

2013412 H 15 H

wAX)=7 , B wX)=1 X f 1 % F A % =R
w(X)+w(¥) =8 BRI o

Bo(X)=2, JLI X B R RN 2-0-0-0
FI1-1-0-0 M, Fk, FHEMKKHX 2 MR RSN
VLA BT I

W1 A wWX,)=2, WY =AX BIHIEK A
% p KBI(A,".A," .4, " 4, ) LR 2 FURINI S
MR 1 BB AN An Ay PAEEEA R 8
2 B A — AR 2 SR, BAh 2 AMERER 2 FIR
W, WA A A RESHEE SR 4, =123 ER
WIR B TBIE R, T Ay AL BRI G R R 2,
B AR w(X) = w(X ) = 2 XFMEUL T, w(¥)=w(4X)=
4+ 4+2=10, Fibh, HE UL T A 258 w(X)+w(¥) =8
BT o

B2 24 wX,)=wX,)=1, p*q, B 4.
Ay Ay EERIRR SN A~ Ay A PR — AR — 5
5 3 b — AR — BRI NG R 2, A, dEE—F
54, A, ABEE—MEEGER 1SRG E R
ZEhH 1, HEw¥)=2+2+1+1=6, BEXMERT
AERWX) +w(¥) =8 Lo

S bk 2 MIERATA, 4 w(X)=2 K, FER
w(X)+w(Y) =8 T

w(X)=3,4,561% 4 FEULHIEY ik w(X) =2
IRFERIIE B 77 20, B9 R AP REE R , B, w(X) =3,4,5,6
X AFMEULATHE w(X) = 2 WA A7 E B 7 33 T DASIE A 25
R w(X)+w(¥) = 8 R

PRI, 3 A 2 B4R 30 4 -
AO Al A2 A3
Al AO A3 A2
A2 A3 AO Al
A3 A2 Al AO
HA X HH 8 1 16 By 0-1 HikE . JEEE

WA, L2 AT DU R 2.

Wit 1 A4 =(a,.a;,0,,a5), i=0,1,23H84/4H
0-1 4K, HHh—MEMHBITRIIEERHR | 8 4 B
0-1 %k, 55 8h 3 A RAT BHEA FMIN 4175 5 E RN
2H A B 0-1 RS, FEEDAT 2 ANtk

(103 MIBIERFRMEEITEFIERER 2 1 4 B
0-1 Mk A, A, A HREERE (4,474 78

A=

Q0
AT | @@, ., @, | 0<iininiy <3, iy B
Q. Q).
HAME
OE a,; ®a,; Oa;; =0 B, aien;, @i en;, @

41, Yien); D)), D)), » Ky, Dl an), Pllen,
XINMBEHEPE-AERN 3, 0<j,/,/53<3

TR 2] 33 R -
AO Al A2 A3
Al AO A3 A2
A2 A3 AO Al
A3 A2 Al AO
X 8 1Y 16 [y 0-1 AT 4 R

Wit 1 AW TR ER 2 EA— BT HXEHN 8 W
16 B 0-1 WI4E R 25 A R M 41, BRIRI TS I8
el 75, A5 1 BT ARR I | s RE S SZH0k 8
7 16 By 0-1 ] 34 K% o

4 16 By Hadamard BIR}4 0-1 B 53 48 B B M S

BTl 1, 483 M52, NFa 0-1 Mk
AU T4

Hig2 A4 =(a,.a;,0,,05), i=0,1,23 84448
Hadamard %1 0-1 4 Ff, 2 H—ANMERM N &7 55 E 2 H45
AL 4B O-1 HiFE, 340 3 MAITEREAFRMNEITS
FIEEA S 2 1 4 By 0-1 4R, R4 %R

A=

S HCR 8 1 16 Brdba 0-1 4%, JEHIXHEMMERM 4 f
8x 412k,

HEW: ESRIENIAERE A R4 KR 8 1 16 B & 0-1
Kb

iy Hadamard 45 RGO ZE RIS R0 5 Ay, 4,5 Ay, A,
A Hadamard % 0-1 if%, Nk A 4 Hadamard & 0-1 45
Mo ARCHIER A RSATHPIERE A 7 WM, Hit,
WIESIH2 M A-A=E, AR A RN AR, BANE
0-1 4 F— 52 S AT 3 A B o

i

=100 0),e=0 10 0)"

e,=(0 0 1 0)',e5=(0 0 0 DT

HATH P E RN 1 # 4 By Hadamard 1 0-1 iS4
44 Ak

(e ¢ € &).(eq ¢ e &)

(e, e ¢ ¢€),(e5 e, ¢ ¢p)

AT R P E BN 2 1 4 By Hadamard % 0-1 HifESEA
64y, A

(@, .0, %)) , (@, Gy, X, ), (), @, 0, )

(@, a,0,,a)) ,(2,8,,0,,0) , (&, 0,%,,)

MiiX 6 AMEFEPER 3 AMT B B2 7] A4 i JE P 45 3
JRHER 1 B4R, HixHER 3 e4lE3e s 8 4. amill



F39% F12M

O, FRIEAR, XM —RBEARRS I 16 B 0-1 G 121

BT 4 4 4 B Hadamard 1 0-1 4E B X FiXAE 3 M7 B E
A AR FE AR R AR 1 4ARQ), M4 mifEe 1 A
TERHERE A 253280 8 1 16 BrAf & 0-1 kg,

i b AE B R A R S 1 KRBT RS EE
¥4 1 1 4 By Hadamard %! 0-1 EREIEE 4 4, 4504

(e € e e).(e ¢ e e)

(e, e5 ¢, e),(e5 e, e ¢

B, X 4 AMEEPRERE | AERESTET B
ao03 2.2 300D @B 21 OWERTE
AN 3 AR BIA I G o T2 e 1 RO R 4 B
Hadamard #1 0-1 JiFf A, v A+ A 53RN AE4T B i
103282 3 0 DEE 2 1 0)#fEH)EW
JRHER T B4R Bk, AEE—4L RS | A
Hadamard % 0-1 4/ Aps Ay Axn A5, XHAFRERHIETE
@ 0 3 2)F2 3 0 HEWE 2 1 0)KWIEME
AR R HEIS 1 94, th Hadamard 4 K5 M 25 M e s PT A1,
HRE A Ag A A A BEFIE, WL, %07 %G
WA TR B O-1 S R AR B8 — AN AR 5 255 40 3 AMEREAT
B A, AR T AT AT B BN A O-1 HRFE
JAXBXAY g di k. JEH

I 2 R HE G 16 B 0-1 KR MOZE O AU, 200
IR 2 A3 G O-1 AR REREATAT 1) B4 I 1 AT Ry RS
FikE, B 0-1 IR A& Mk, B, FIRHE
W2 M3 O-1 JEFE Y J7 SR REA T 51 B 75 1 ] A
R B 23 X HCh 8 1 16 By 0-1 XF &AM o Aol ik :

0 0 0 1 1 01 O

0 01 0 01 0 1
AO = ’Al =

01 0 O 1 01 O

1 0 0 O 01 0 1

1 1 00O 011 0

1 1 00 1 0 0 1
A, = , Ay =

0 0 1 1 1 0 0 1

0 0 1 1 011 0

) 4 e -

B —A5r 3250 8 19 16 Bt 0-1 R, &3 ARIA
T B MR 0-1 X6 AR RS B R % 4 2 1 17 B e
O12367 4598111015 14 13 12)

JEAFE R o

5 Wi
MRARARAE Ry 2 B35 | 4 By 0-1 4 B4 F1 Hadamard % B4 f

SEMIAPE R ), A SO T2 s HE R 4 th Mg — R H

B RGSCH 16 By 0-1 JERER T 3% o IR T M8 1

HikE, #1785 HBIEE T HABRKS SCBH 16 Fi 0-1

FREATIE R R/ME 7, BASCIUE R & A

Ko T—BRIroE A — Bt i BA R KR LB 0-1

FEMERIE T ¥ o

2% 30

[1] Daemen J, Rijmen V. The Wide Trail Design Strategy[EB/OL].
(2001-03-12). http://130.203.133.150/viewdoc/summary?doi=
10.1.1.85.2588.

[2] Wang Meiqin. Differential Cryptanalysis of Present[EB/OL].
(2007-10-14). http://eprint.iacr.org/2007/408.

[3] Rijmen V, Daemen J, Preneel B, et al. The Cipher
Shark[EB/OL]. (1996-04-20). http://link.springer.com/chapter/
10.1007%2F3-540-60865-6_47.

[4] Kang Ju-sung, Hong Seokhie, Lee Sangjin, et al. Practical and
Provable Security Against Differential and Linear
Cryptanalysis for Substitution-permutation Networks[J]. ETRI
Journal, 2001, 23(4): 158-167.

[5] Aoki K, Ichikawa T, Kanda M, et al. Camellia: A 128-bit
Block Cipher Suitable for Multiple Platforms-design and
Analysis|[EB/OL]. (2000-04-09). http://citeseerx.ist.psu.edu/
viewdoc/summary?doi=10.1.1.25.9586.

[6] NTT-Nippon Telegraph and Telephone Corporation. E2: Effi-
cient Encryption Algorithm[EB/OL]. (2007-02-02). http://info.
isl.ntt.co.jp/e2.

[7] Kwon D, Kim J, Park S, et al. New Block Cipher: ARIA[EB/OL].
(2004-05-10). http:/link.springer.com/chapter/10.1007%2F978-
3-540-24691-6_32?LI=true.

(8] R, BBHE, sk AA%mBit544M]. 2 ik
JEm: AR A R, 2009.

[9] Gao Ying, Guo Guifeng. Unified Approach to Construct 8x8
Matrices with Branch Number 5[C]//Proc. of CDEE’10.
Qinhuangdao, China: [s. n.], 2010.

[10] & &, BRI, SR 4480 ooy Mg LR
B[] #pk2AR, 2012, 23(9): 2430-2437.

[11] Aslan B, Sakall M T. Algebraic Construction of Crypto-
graphically Good Binary Linear Transformations[EB/OL].
(2012-05-09).  http://onlinelibrary.wiley.com/doi/10.1002/sec.
556/abstract.

[12] Lu Xiao, Heys H. Hardware Design and Analysis of Block
Cipher Components[ EB/OL]. (2002-12-04). http://citeseerx.ist.

psu.edu/viewdoc/summary?doi=10.1.1.14.2543.
dith &%



