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[ Abstract] With the wide application of Wireless Sensor Networks ( WSN) , it attracts increasing attention and its
security and privacy concerns of access control are becoming important research issues. This paper proposes an access
control scheme with strong anonymity by utilizing a Hash function, the message authentication code and the point
multiplication calculation on an elliptic curve. It uses mutual authentication in both communication sides to resist the
forgery attacks, and uses the message authentication code to ensure data integrity. Meanwhile, it generates the share
session key in a fair way and has a strong resistance to node capture attacks. Theoretical analysis and evaluation result
shows that the scheme achieves the uncorrelated requests between nodes by introducing node requests with strong
anonymity , which can enhance the ability to resist the node capture attacks. In particular, compared with the existing
schemes ,combining the message authentication code with the Hash function, it is more secure and efficient in the same
order of computational complexity and without increasing the cost of communication.
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