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[ Abstract] Aiming at the security problem of Radio Frequency Identification(RFID) authentication protocol, this paper designs a secure RFID
authentication protocol based on stream cipher, inspired from the challenge-response-based RFID authentication protocol for distributed database
environment. Theory analysis proves that the proposed protocol can prevent several attacks including spoofing attack, replay attack, tracking and
desynchronization. And it improves the efficiency of searching on the back-up database which makes the protocol more applicable.

[Key words] Radio Frequency Identification(RFID); stream cipher; secure authentication protocol; spoofing attack; replay attack; tracking;

desynchronization

DOI: 10.3969/j.issn.1000-3428.2012.18.034

1 #Eig

Tk BN H(Radio Frequency Identification, RFID)
BOARTE TR R AUE S, RSN BN X R AT BLES Y
HEDR A, JEA] AL & Rl i SR vh AR, AR OK 3 5 fif
T M &R OBFEREE . BErZmsA
T VZ B &0 A 7= 15 2 DA K H 8 2R3, i &
B, BEEE. [VERA AR KRERE, fFRh95%
W SRR, HAERR T R SRR BA TR .

— AN LA RFID Z %5 WRE {4 2 45 RFID HL 1 hR4E
(Tag)s RFID % #5(Reader)F1)5 & $(35 FE (Database)3 4>
W4 MAEEA)ROT T, BR T 20 B0 4 PR AR A1
T B B TR BURR B R B B A5 B R TAE . {H
—HK, BTz 22 SE R bR HOR SR LG, RFID
R G0 2 AP W 5

BERYL, RFID W% 4 BEARERATIAE 2 A
e BTG SR B AE B AT U AR A
B BSIR TR R, e AhIE 423 2 52 A8 I
W) 5 T A E ) R H T H bR A A S BN TG % A

HEWH: ERAAREIEEVBIH(61071078)

ik, AATHF# A2 H T AR e b SO S PRI, R
BEVE AR A5 A AR LI L AL R Y 22 2 L

RSO — A% 4 HLE P i REID IAGE B 308 2% 3 2
PARESR: (DXAAE; ()AWEE; Q)P E mEs
Yridis (HIEAF B BAKK; (5)F7 I HEBE AR LB
AA%s (05 6B FEIHHAMAREK; (&R T4
KBRS AR LR R, MAGRENILN—%
Rp, AR — N3 M #Y RFID %2 A il

2 HRBER

HHi, RTEBEARHEZEDNCLARS,
1Pl Hash oA 50K BERE 00 2 20 RBEVH8 2 % 0k, i
# W34 Hash-Lock #pil™. BE#L Hash-Lock #pid ™\
Hash-Chain "y 43 =X RFID - 57 & AE Wil s
T A 1D AR E s LCAP thill "%, pohEA KAt
— 863k Hash BB Z2NH, HlaEmesmi. SRR
BB AEAUR . DA _EOX St BB TR AR R NG, At
e ik— B B4R o 0 : Hash-Lock Philf# Fil metalD 33
REIZH ID SAEHEWIE B, H T metalD BAEFH R

fEHBA: 251983 —), B, WLBisd, ERM: B4, RED WY, M%%Ea; B, #R. WL MLAS; %,

RIBEE WL Plde, 38 LRSI
WRHA: 2011-09-29  {&[E HIH: 2011-12-30

E-mail: gongjiezhong@sjtu.edu.cn



38K 18

BT, BARSE, BMAR, 4% TS RFID 22 Akl

127

W, J¢H ID RIS REAZ2EEPZER, Fit
REME RN, WA S ZEBME MELLT, BEAFER
22K . Hash-Chain P 32 2 A R 9 Hash e %,
& ID TREA W A EEH, HEk EE—A RN
ZEREAT INIE F B A E VL, A A 5 % B E AL AR B B
i, BEARBIENEAN SRR, HHLHBRARRE
S+ RFID ) 18] - B & IAGE Wp U — & F 140 A U8k
it 2 IR U A VE PR, A B iR A W B & 20, 5
TR EHEAT 2 K Hash 255, Ff . HL B v 8 75248 i bl
BLECR A2, A& FIFARUA RFID HVFFR%E, 55 4h
J& B B B Wi i Hash 38 5525 32 ot AR K A - 3 6
Ho SCHRISIMISS IR, SAifl 2. 8. Rk
s FARME Vvt — A2 2 W R R JOAE L
3 BT REEKIAESL

BHT, WMEHEENERIES T —ANMRERKE, K
W ECRYPT X H i@ ih TR E R FF M XL 2R BN
%, AR, T HAE R, I RTIE
Bilfm, Grain vl KHEFET 1 700 |7, Triviem” kpfaEE
3000 11" RN, —AREMFREHEELRLEE—
RAFHIBEALE R 3%, IF AT DAEAN hash pR%fd
A SCXY Trivium F35EAE Ky hash ok $000 RIM T W03k A2
NSO ERBE T, BB TS | A AR, W
AR LR LSO el Ak, FESRHPRA 160 bit
0 NSR A AR 30 bity 50 bit DA 80 bit i i R7A T kb

FEOLAE AL, LREGRME | fin, 562WRE hash K

P T B M S itk o T IR B B TR KRR

P AR R ALBL ) RFID R4, w] USR] A B 1 3303

v, TR g 2 Hf s R, BRAE S R e
F 1 Trivium 8 FHRN

ity it N A 2N A SEIHAR L
BACR/(%) BACRI/(%) AR/ (%)
30 73.3 26.7 50.6
50 70.0 32.0 51.2
80 62.5 40.0 49.7

H AT PR 2 % i — i 3 Rt BUBE X, AT Bl X
BEVH Y AX — B, W IR 43 A 5K RFID 3 ) - 225 A
E PRI T AR S et o RN PR Z BT, SRS IR A AR A
— S B P -

(DRFID W FR% A& W — i A% ID 5 (GLA IDs ),
W] i HA — A4 ID 5(GEh Dy, ATRAE—A ) BT Y
REALEO), AEAEIUAT I % A5 Tk (BN \ 2 S AR SR 2
WKk v, W ERRICA GK. 1), JEEAH SR
HIR—E MR RS A 3 AL, 25k
Gn Gy, Gy, FHREILTAAR IE W U ) R ¢ (— ARG
JEi 0)e

(2)RFID 35 838 BA A A BE LB AR T -

(3) ) B B A7 6 W T AR &S B9 IDs T JL X 7 il —
BHIRAER, AR 55 &% A K MBLE FHae ) -

BB HAT S RME 1R

E

I, e

A

01 hChaklenge

LN RN e e

>

i ke g

A\ 4

PR Respomse

A

If b=1b" ThenlDy =d =1 FEVR-T Reply

Else /o s 08 F0f 8
We=0
Then 1D = CONDITR 1D 4
e D, =0 |
Elst ¢ =g+ 1
Wez=w T |[Dy=e o=

Eleae 100 = 00 s e 1 )

LaEE Ffr i
il
&
R0 Query
Mok Bl i
LB il T e "
HHEH R~ 10" e
PHES" =G (10w eh
B "
Vi e Bespanse
PR

Rl g e
T ™ e g
k| ".l.'.'-'t. Tihe [T b

2]

H1 Hilde






128 D2 N ] M N -

20124£9 H 20 H

T AR T JE A 32 Y IR R R O S R A

(1)Challenge

RFID 55 & A b AL L -, IR LR 4 H bn
RFID HLF %5, $&HIAERK.

(2)T-R Response

b5 % ¥+ 5 GUDs || IDv,r) =G, || G, |G, =allblld , I ¥
a, IDv, ¢ RIEHVG Mo ATTEABGE , ¥ B4 th 551 43
JR = A B HR a. by d , FEKEELS X BT R BRI
SWIBSHEL G G, G .

(3)R-D Query

RFID 35 S 2R HARZE IR )G, ¥ a. Dy, c i
W) r RIEG )G BB TR R AL -

(4)D-R Response

J& BB W B BRI R, SeME A e e
Dy BRI, X5 Dy 7R )R B BRI A E S A
R, W2 Fiwo

IDs IDv, IDv, IDv, IDvy
Bl 2 BERESM 1Dy
AR
DA c=0, WAE Dy, oh [ & WE] IDv 5 #c=0, N
XS B Dy, P EH, Ye>whlf, c=cmodw, XEH
w RN Dy, WM R RS . XM E ARG,
5 IDv, Wy 75 3Ok 5%

HI 1Dv, Wy SE BRI W] DA, BERERTIS, 48 IDv,
MR =0, FRENERN IDv=d , ML Dv, H R
W b=b' B, FREEH M IDv = G,(IDs | IDv,IDv) , F
JG W) IDv, , IDvy -+, IDv, ARKA T — K AR IEH V5 17 )5+ 4
HRRAS, T AR A S AR R T IR IR B 2 8 e Rid
Fo XHEAEEM Dy I, 8IS H c BIA] SEBHE 5 A
T 22 5w 28 78 b2 5 A 8 41 15 7 19) P B, B I X A 5L
BINARE N IDv A — K EE, HR/NIR IS RS0
IO JE DA T AR A 1 P IR BEAE 5%

EWBEMB IDs' J5, V5

G(IDs'||IDv,,r)=G,'||G,'||G;'=a'||b"||d"

DWIUE a=a' 7, ¥ IDs' WX RAE B Inf (IDs") F1 o' —
EED G, FRELT Dy, 5 E B

(5R-T Reply

BERE b RIRGBRE, BB b Mb, HRAK
BIRE, ARG, RGN SR Dy Flc, B
WHAT 585 .

4 W RS

RFID RS I 0% 2 )8 2 AR E Bty B
i~ BEEAK EFBALRE, T m A XX LA J5 N AR
SCHVBUHAT % 4 P43 o
4.1 BEYE
Wi % 8 SR i A T B S A IR AR A R A AR TE R

ry WMBRBER a. Dv. co £ F—EIMESTEY, A
R T A R GEAGETE oK - B, B B R 1 05 b A i B
a, IDv, ¢ o

TS 88 ROME S 2 7= RO Bl AL
B, BIrere, HIBGEESRRE S SRS ETERE B
i, BVARSTHCRT DAL B B o
42 BEEWG

A ER RIS RIEMEE R - J5, Bdi B8R 7 A0
B R a, IDv, ¢, FE T — IR EEEUE &I ARG K r* B,
Wi 5 B B AR a. IDv, ¢ o

MF r=r*, WH Dy WEEEH K v, FL%dE
BEBBI A BB TR A a* . Dy, o, MIAERKE
IDs, IDv* f1E UL R JC Db i, BA SR BUAT AR
B .

43 BE

i F B A AR A AR KL MIETE K » &,
BRS04 RS B a. IDv, ¢, I3 1 3% W 7 SR 18 35 %
M0 L AR o

TR FEE UOME 236 5 L & 5 A 15 # & 8
IDv, N BB SE A, B A A
W ) ¥ 2 R A Ao 2 W i R, DA TG T DAREARARK 388 T @ 1D, ¢
HAEMWBEEMN. XEFEEZENESH ., W TES
BRQ RSO BN, MiaRESIFEF VI, H
KONBAAALFELE N 1, XS T BN e,
W E MR 2RRER, HRRERLEBBITH, 18
—REFE VIR IME R2E cIF 0, MZE AN i 18 5
JB o
44 EZRDH

MR, TR RO R T, R Z Bl id
MR 7 AR IR P 5 5 & B9 FE Z M % F IDv 1Y
wR— Bk .

A FRE R RSN, a0 BT 3L R A R T4k,
SFEPWORMRTH, MEMEREERS GBI EAR R
¥, BFJOXARE, REEM N ESNEEEN, £)R
B EE I F R Y E— R IX — IR E R R, T —iK
BEHU FEAR R 2 5 ¢ R IR B R — A B HT . UL
NFHFEDAHRE, R Een.

5 HHBBES

5 HEA BN, ARG B B0 i B 5
FATAE TS 1Dy, BERY ERTALES . Dh— M B RN N [
RGERP, BRI, J5 A B E PR BT
N2AT IR CEARAE A T 1 AR 3%, DR SRR [11]
W95 %8, WHEARHE /N, DA AR KB T 5 )R B
Bob e g VSRR ) LM S MR L 1D, B KB, B S
Bow kA, REBANREL M FRIERRR, DR
WATAERR S %2 2 [RGBy, SRR — 2
YRI5 o



38K 18

BT, BARSE, BMAR, 4% TS RFID 22 Akl 129

6 Si%GE
AR FH 0 S RS T — A% 2 9 RFID GAIE
W, REWARLEE By mAERS, R E Byl
B, T RS R B BERE Z W £ R AR,
i FAT A0 R R, IF HAEREARAR T TR 2%,
& B R G0 LI EARR B o 2 )5 X
R T  FHER B8 o 2 80w B 2 2 IUE DA B AT A R 2 8 ¢
Jife 7 A 1 8 2 Bt AR AR — 25 B E SR A Sk
SH3C
[1] Juels A. RFID Security and Privacy: A Research Survey[J]. IEEE
Journal on Selected Areas in Communication, 2006, 24(2): 381-
394.
[2] Sarma S, Weis S, Engels D. RFID Systems and Security and
Privacy Implications[C]//Proc. of the 4th Int’l Workshop on

Cryptographic Hardware and Embedded Systems. Berlin, Germany:

Springer, 2002: 454-469.
[3] Weis S A, Sarma S E, Rivest R L, et al. Security and Privacy

Aspects of Low-cost Radio Frequency Identification Systems[C]//

Proc. of the 1st Security in Pervasive Computing. Berlin, Germany:

Springer, 2003: 201-212.

[4] Ohkubo M, Suzuki K, Kinoshita S. Hash-chain Based Forward-
secure Privacy Protection Scheme for Low-cost RFID[C]//Proc. of
2004 Symposium on Cryptography and Information Security.
Berlin, Germany: Springer, 2004: 719-724.

[5] Rhee K, Kwak J, Kim S, et al. Challenge-response Based RFID

(6]

(7]

(8]

(91

[10]

(1]

Authentication Protocol for Distributed Database Environment[C]//
Proc. of the 2nd Int’l Conference on Security in Pervasive
Computing. Berlin, Germany: Springer, 2005: 70-84.

Henrici D, Mauller P. Hash-based Enhancement of Location
Privacy for Radio-frequency Identification Devices Using Varying
Identifiers[C]//Proc. of the 2nd IEEE Annual Conference on
Pervasive Computing and Communications. Los Alamitos, USA:
IEEE Computer Society, 2004.

Lee S M, Hwang Y J, Lee D H, et al. Efficient Authentication for
Low-cost RFID Systems[C]//Proc. of the International Conference
on Computational Science and Its Applications. Berlin, Germany:
Springer, 2005: 619-627.

EA¥, ERB. RFID JAUEHL ULAP B#ksh Wi 44 [J].
HHALTAR, 2010, 36(22): 17-19.

Canniere C D, Preneel B. Trivium Specifications|EB/OL].
[2011-05-20]. http: //www.ecrypt.eu.org/stream.

Feldhofer M, Wolkerstorfer J. Hardware Implementation of
Symmetric Algorithms for RFID Security[M]//Kitsos P, Zhang Y.
RFID Security: Techniques, Protocols and System-on-Chip Design.
[S. L]: Springer, 2008: 373-415.

Berbain C, Billet O, Etrog J, et al. An Efficient Forward Private
RFID Protocol[C]//Proc. of the 16th ACM Conference on
Computer and Communications Security. [S. 1.]: ACM Press, 2009:
43-53.

i sk WL

(B85 125 T0)

6 Si%GE
X T 2 A% A 19 2% B BIOHR 2 AR DR, ACSCHR Y
— P AR I LM R 2 L BB ER I MERS 5%
R R AT R 1L A W2 B B g S AT R
I RBEIR AT R, PABLORTIIAMIN 2 2 i o LB 45 2R
B, SRRFIHEME, ASCHEIEAENEINA R W 4 8 FE
TROLT , BOCHIR F T 4% B KR B B . RR A AR
BEEUT 2 A5 - (D385 R A& R A R R %
300 RS 45 B AT MRS, B R AT A AL
(A2 SIS A% 0 I 2% BRBE %o K SOk ik — 28 B e A0
itk
SHCM
(11 4 P& E%ZH, BFIEF, 5§ —FMEFEAERBUR & B A B
S0 HHEALEAR, 2011, 34(5): 792-800.
[2] FRICTE. FETIHREHIA WSN BBy Stk 4] 5
HLITFE, 2009, 35(20): 100-102.
[3] Marina M K, Das S R. On-demand Multipath Distance Vector
Routing in Ad Hoc Networks[C]//Proc. of IEEE Int’l Conf. on
Network Protocols. [S. 1.]: IEEE Press, 2001: 14-23.

Ye Zhenqiang, Krishnamurthy S V, Tripathi S K. A Framework for
Reliable Routing in Mobile Ad Hoc Networks[C]//Proc. of
INFOCOM’03. [S. 1.]: IEEE Press, 2003: 270-280.

Lou Wenjing, Liu Wei, Fang Yuguang. Spread: Enhancing Data
Confidentiality in Mobile Ad Hoc Networks[C]//Proc. of
INFOCOM’04. [S. 1.]: IEEE Press, 2004: 2404-2413.

Lou Wenjing, Kwon Y. H-Spread: A Hybrid Multipath Scheme for
Secure and Reliable Data Collection in Wireless Sensor
Networks[J]. IEEE Transactions on Vehicular Technology, 2006,
55(4): 1320-1330.

Nasser N, Chen Yunfeng. SEEM: Secure and Energy-efficient
Multipath Routing Protocol for Wireless Sensor Networks[J].
Computer Communications, 2007, 30(11/12): 2401-2412.

Shu Tao, Liu Sisi, Krunz M. Secure Data Collection in Wireless
Sensor Networks Using Randomized Dispersive Routes[C]//Proc.
of INFOCOM’09. [S. 1.]: IEEE Press, 2009: 2846-2850.

Mao Yunxin, Wei Guiyi. A Feedback-based Secure Path Approach
for Wireless Sensor Network Data Collection[J]. Sensors, 2010,

10(10): 9529-9540.

G 9K WL






38 % 418 BT, BARSE, BMAR, 4% TS RFID 22 Akl




