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[Abstract] There are many security problems in Wireless Sensor Network(WSN) on the base station model. These security problems
include the low efficiency of error verification, correction and removal. Meanwhile, the information authentication has poor credibility, low
communication security, and heavily depends on resource dependence. To improve the security of such network, an grouping and layered
key management strategy in WSN based on Exclusion Basis System(EBS) which named EBS-GL is proposed. This model employs
technologies such as network decoupling, a novel grouping and layered information encryption algorithm, the information integrity
authentication mechanism, and the strategy of removing singularity. Simulation results prove that this model has stronger abilities of error
verification, correction and removal of base stations than JERT strategy.
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