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Trojan Communication Detection System
Based on Network Drive Technology
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[Abstract] To enhance network communication detection of Trojan program, this paper designs and realizes a Trojan communication detection
system based on NDIS Hook drive on the base of comparing advantages and disadvantages of various packet capture technology. It gives main
modules and data structures, proposes Trojan communication identification model based on network communication behavior analysis technology.
Test results show that this model can decrease false positive rate and negative positive rate, acquire all network communication data packet and

identify new Trojan communication.
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