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Anomaly Degree Model Based on Honeypot

WANG Jie, WANG Jianxin
(College of Information Science & Engineering, Central South University, Changsha 410083)

Abstract An anomaly degree model based on honeypot is proposed and it can distinguish intruders from hosts without hostility. This model gives
anomaly values to the hosts who visit honeypot by analyzing all events of honeypot system in a period of time. If the anomaly values exceed a
threshold, the visitor can be marked as an intruder. A great lot of simulative test cases are used to validate the model. False alarm rate of model is
tested in a honeypot system. The results indicate that anomaly degree model is an effective method to detect intruders in honeypot system.
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