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Android Repackaged Application Detection Based on Function Call Graph
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[ Abstract] Aiming at the phenomenon that there is an increasing number of repackaged applications in the Android
third-party application market, this paper proposes a method of detecting Android repackaged applications by using
function call graph. It decompiles the application to gain the Smali code, analyzes the Smali code to generate a function
call graph, processes the function call graph by using theoperationcode as the attribute of the node, filters the third-party
library ,and saves the Application Program Interface ( API) associated with the interface. On this basis, it uses the Motifs’
substructure to representthe function call graph. According to the similarity of the subgraph,it computes the similarity of
the application,so as to determine whether it is a repackaged application. Detection results in 1 630 applications in the
market show that the proposed method has higher accuracy and better expansibility.
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10. end

11. end

12. if VNs. length() >1 do
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18. end
19. end
20. for n—m +1 to Vs. length( ) do
21. VnNs«G. nodes(Vs[n])
22. for j«—0 to VnNs. length( ) do
23. if VaNs[j] in VNs do
24. attr«—Vs[n].attr() +”—"VnNs[j]. attr +
7«" +Vs[m]. attr()
25. NodeLinkAttr. add ( attr)
26. end
27. end
28. end
29. end return NodeLinkAttr
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