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Hierarchical Attribute Reduction Model for Intrusion Detection
Based on Cultural Algorithm

SHEN Yuan,GAO Ling, GAO Ni, WANG Fan
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[ Abstract] In order to distinguish detection attack categories pertinently and improve the classification accuracy of
Intrusion Detection System (IDS) ,a hierarchical attributes reduction model used for IDS is proposed. This model reduces
attributes by adopting dual structure of culture algorithms and combined with rough sets as well as genetic algorithm.
Firstly , the data is preprocessed and divide it into hierarchies, which forms the rule of decision subset f,. Secondly,using
cultural algorithm, knowledge is updated in belief space, and evolving data of hierarchical evaluation knowledge is
introduced into population space. Thirdly, the optimal subser of each layer is acquired by using rough sets and genetic
algorithm which can evolve knowledge and reduce attributes in belief space. Finally, model performance is verified by
designing Bayes hierarchical classifier. Experimental results show that the algorithm can improve the accuracy of the
Bayes classification before attributes reducting to 98.21% ,and it is better to identify the intrusion categories whose traffic
characteristics is not obvious such as R2L and U2R.
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