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Automatic Identification Method of API Key in Source Code
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[ Abstract] The leak of Application Programming Interface ( API) key may cause the illegal use of services, and then
lead to unpredictable economic losses. The common characteristics of API keys in different project codes are extracted by
analyzing the basic characteristics statistics and the source code static structure of the samples. Then, an automatic
identification method based on machine learning is built to detect the API keys in the source code. The result of 10-fold
cross-validation experiment results show that the identification method is better in retrieval performance than traditional
detection approaches such as full-text matching search,keywords search and information entropy search.
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public static BasicAW SCredentials authenticateToEC2 ()

1

String ACCESS _ KEY _ID =
66NUKA" ;

String SECRET_KEY =

" S1xXEswlzF2W3nqZ8k8 V6 TqyhBjiB9BctXQsHalL" ;

BasicAWSCredentials awsCreds =
new BasicAWSCredentials ( ACCESS_KEY_ID,SECRET_
KEY) ;

return awsCreds;
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2. en_val =0
for item in iterator:

pltem = float( str. count(item) ) /len( str)

3.
4.
5. if pItem > 0.
6. en_val + = —pltem * math. log( - pltem,2) ;
7.

return en_val
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