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Framework and Key Technology for Security Event Synthetically
Analysis System

L1 Hong-jiang, ZHOU Bao-qun, ZHAO Bin
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract It is necessary to install some security equipment or system, such as IDS, firewall, integrality check system etc. to ensure network
security. But, in this situation, not only would actual alerts be mixed with false alerts, but the amount of alerts would also be too much to manage.
This paper presents a framework for security events, which is mainly composed of following steps: event collection, event preprocess, event
condensation, event aggregation, attacks reconstruction and the result analysis. Through this process, the rate of false and miss alert to some extent
can be reduced. The aggregation algorithm and attack reconstruction technology are described simply.
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src  dst IP
2 MAC
Snort
{05,2007-06-2622:14:22, :1418:11 ,(25.20.186.26,1029,1:0:5E:7F:
FF:FA),(25.20.186.56, 139,0:13:D3:D6:C6:5), CVE-2003-0567,UDP,4,
Xref=>http://lwww. eeye.com/html/Research/ Advisories/AD20040226.
html Xref=> http://www.security focus. com/bid /9752}
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{host_name, host_ip, detect_time, severice, port, protocol, CVE_id,

risk_level}
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aid:Analyzerid;// id
ct:starttime;//
et:endtime;//
ect:alertcount//
cl:Classification;//
src:Sourceidentification;//

dst: Targetidentification;// protocol
I
severity//
2 f map(T)
T={aid, st, cl, src, dst, protocol, severity}
E=e E={el, e2,e3,
ed, } e {aid, st, et, ect, cl, src,
dst, protocol, severity}
3 faggregate()
Unix Apache Web
1S

D:\Program Files\Insight3

D:\Program Files\Insight3 ReadMe.txt
ei e
ei.st-ej.st <r ei.et-ejet < r ( r
) ei g
faggregate() e={aid,
st, et, ect, cl, src, dst, protocol, severity}
4 fclustero
IDS

{ 1:1852 -> robots.txt access ; 1:368 - ICMP ping;
1:384 - ICMP ping; 1:366 - ICMP ping; 1:402 - ICMP port
unreachable; 1:408 - ICMP reply; 1:480 - ICMP ping speedera;
1:1365 - RM commant attempt (too many false positives)}

IDS

f ouser(T)={/IT
If(T )
{Event e=fnap(T) //
if(e) //
{if (e.dst)//
{fagoreqae(€)/! i
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graph G = (V,E)
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